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IEEE 802.15.4 & ZigBee
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IEEE 802.15.4

« Standard IEEE 802.15.4 defines the protocol and
Interconnection of devices via radio
communication in a Personal Area Network

(PAN).
|t defines

— Physical (PHY) layer.

— Media Access Control (MAC) layer.
e [taims at

— Low data rate

— Low power

— LOWw cost
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BT
ZigBee

« ZigBee is implemented over IEEE 802.15.4 PHY
& MAC layers.

« Three different types of ZigBee devices:
— ZigBee Coordinator (ZC)
— ZigBee Router (ZR)
— ZigBee End Device (ZED)
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Z1gBee Evaluation Board (1/2)

e Evaluation Board (EB)
— SmartRFO4EB

http://www.ti.com/lit/ug/swru039b/swru039b.pdf

CC2430EM

« Evaluation Module (EM)
— CC2430EM

http://www.ti.com/tool/cc2430em refdes

[ Fig.1 Evaluation Board ]
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L
Z1gBee Evaluation Board (2/2)

Power connector

Supply  selection

switch
Connectors
r for evaluation
DC jack module (EM)
o 7 5 SoC
. debug/flash
connector
LCD X I ,
» SMA  test
UsB pcon A . . . connectors
connector
UsSB MCU USB MCU
reset K debug
connector
USBE MCU -
Potentio
o meter
? ?\ _—| Head-
: phone
RS-232 8o output
connector - <
0
— - \
Mic.
input
Button
S1
Joystick ki

I/O connector B
I/O connector A control

[ Fig.2 Evaluation board SmartRF04DK overview. ]
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ZigBee Demonstration Board (1/2)

« Demonstration Board (DB)
— Chipcon CC2430DB

http://www.ti.com/lit/ug/swru125/swrul125.pdf

Fig.3 Demonstration board
CC2430DB.
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T
ZigBee Demonstration Board (2/2)

Joystick 1/0 connector A I CC2430 Reset I

CC2430
debug LED Button S1
. 9 s ’ = L 0

SN
I
(@]
)
=
w
S

DC jack ‘
(Reverse) =
g i

ues T e e D@ PCB
connector ; 2 ) ; i i b ad T a E-' Arfteriiia

8 8

o s 8
Battery clip IR ; s 5
(Reverse) { e 3
Low current J‘ —
jumpers o1
Power switch S3 e UusB McU [ : Low current

umpers
. debug jump:
connector

1/0 connector B
Light sensor

Fig. 4 Demonstration board CC2430DB overview.
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BT
ZigBee Tools

 IAR (Ingenjorsfirman Anders Rundgren)

— An embedded systems workbench IDE for building
and running application on ZigBee boards.

http://www.iar.com

« SmartRF™ Studio

— A Windows application that can be used to evaluate
and configure Low Power RF-ICs from Texas
Instruments.

http://www.ti.com/tool/smartrftm-
studio&DCMP=hpa rf general&HQS=0ther+OT+smart
rfstudio
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Example & Exercise
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BT
Example: Generic App (1/3)

« Open GenericApp example from Zstack Samples folder

as shown below:

— C:\Texas Instruments\Zstack-1.4.2-
1.1.0\Projects\Samples\GenericApp\CC2430DB\GenericApp

& CC2430DB

File  Modifica  Visualizza  Preferiti  Strumenki 7

elndietru . > ? ’,..F\: Cerca ||

Operazioni file e cartella | ’J CoordinatorEB
|

‘._'9 Cras nuoyva cartells
&) Pubblica cartella sul Web
bd Condivici cartells

EndDeviceEE

Altre risorse

() GenericApp
U_'J Doacumenti
[y Documenti condivisi

j Risorse del computer
!a Risorse di rete

Dettagli
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Example: Generic App (2/3)

e Choose Coordinator or End device based on
your board type (ED, DB) and ZigBee role (ZC,
ZR, ZED).

— SmartRFO4EB (Evaluation Board).
— CC2430DB (Demonstration Board).

, File Edit View Project Tools Window Help

DSHBP S| % BR[| | Rl XY
‘Workspace x o
|| CoordinatorEB _v_I

||[CoordinatorDB

14/04/2015 13




Example: Generic App (3/3)

Build the Project
— Project -> Rebuild All

Run the Project
— Project -> Debug

Reset ZigBee Board
— Button S300 for E.Board
— Button S2 for D.Board

Repeat these steps to configure
all the devices, setting the
correct board type (ED, DB) and
ZigBee role (ZC, ZR, ZED).

14/04/2015
B e

& IAR Embedded Workbench IDE

File Edit WView [Project| Tools Window Help

O = (= ] Add Files... vI
Workspace Add Group...
CoordinatoE B Import File List...
Files Edit Configurations...
B [ElsSampleA
= S App
—E O HAL Create New Project...
—E A MAC - -
| = S MT Add Basting Project...
LN Options... Al-F7
—E @ 0S5AL
= 3 Profile Source Code Contro
—EH [E3 Security
@ [ Service Make F7
—3 [ Tools mipile +F7
FaZbo .
Id Al
&= 3 ZMac Febuild
3@ 3 ZMain Clean
—= 3 Output Batch build... 2:1
Stop Build
Debug Cird+D
Make & R rt Deb



ZC - Network formation

Power connector Sugp:‘y selection
switc
Connectors '
for evaluation
DC jack module (EM)
W - 1
3 I SoC
¢ debug/flash
{ e { connector
LCD 1 c6 :
s SMA test
USB ' ) ) / connectors
connector 7
uUsB MCU — ” UsSB MCU
reset F debug
connector
MCU
meter
Orange light = gl e
. RS-232 output
is ON when
the node form b
input
the Network. | i e e
Button
S1
Joystick = E Volume
1/0O connector A CORIGECIOR: control
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I T
ZC - Auto scan mode

Power connector Sugp:‘y selection
switc!
Connectors '
for evaluation
DC jack module (EM)
T
B SoC
¢ debug/flash
L e ! connector
LCD &6
o \ SMA test
usB ' o i / connectors
connector 7
uUsSB MCU — ” UsSB MCU
reset F debug
connector
.
Potentio
meter
_——| Head-
phone
. . RS-232 output
PUSh the JoySUCk connector \
to the left to vie
activate the auto %z - | Ettiitkiit T Y
. _ : N el o Button
scan mode. St
Joystick Vel
/o 1/O connector B QLme
connector A control
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ZED - Network binding

Joystick 1/0 connector A | CC2430 Reset ‘

CC2430
debug LED Button S1
o - g v AR

Red light is ON
when the node

- s CC2430

DC jack y @< = joins the Network
(Reverse) : : . .
— =k ) or blinks when it
connector ; """ 5 g f\ﬁ:taenna disconnects from
Battery clip R 3 8 the Network
(Reverse) f x
Low current J - g
jumpers N we

o
Power switch S3 DR UsE McU [ Low current

I i ggrl:rl:gctor il

1/0 connector B

P
Light sensor
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ZED - Send message

Joystick 1/0 connector A | CC2430 Reset l

Push the joystick

Button S1 to the top to send
the message.

CC2430
debug

CC2830

aaec+i 22

DC jack i i i
e (the .appllcatlon will
o continue to send the
usB 5 (%
connector 8T o 8 f\ﬁ:taenna message every 5s)
s 8
s @
Battery clip g °
(Reverse) I3
Low current If the green I|ght
jumpers . .
s e - g 1 : IS ON, It means
Power switch S3 ; ‘ 1| usBMcuU ‘ Low current
=3 debug jumpers that the message
connector

1/0 connector B

has been sent.

Light sensor

14/04/2015 1




Change IEEE address

2 SmartRF Studio 7 - Texas Instruments

SmaﬂiTM§mdb7

Sub 1 GHz ISM band

CC1100E CC1101

Sub-1GHz Sub-1GHz
Transceiver sceiver

Open the SmartRF
Flash Programmer
tool.

List of connected devices: Find device:

0 Connected device(s) + Texas Instruments

14/04/2015 19
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Change IEEE address (2

e Then in order:
1. Read IEEE

What do you want to program?
| Program CCuux SoC or MSP430 ~|

TEXAS
INSTRUMENTS

System-on-Chip | MSP430 |

2. Change IEEE address
* (8 bytes)

Flash image: |

=]

3. Write |IEEE

Read IEEEI Write [EEE | |F-128 (adr Ox1FFFE v IEEE Ox IFF FFFFFFFFFFFF 11

" Read flash into hex-file
NB: Cannot "Append and verify"” when set!

Perform actions

™ 1 |IE1 3 s when reprogramming the chip 2
Actions
€ Eraso Flash lock (effective after am/append]):
" Erase and program ; e
@ Erase, program and verify Wiite protect  [128 k8 - All pages ~I
: Append an;|d verity : [ White protect boot block
Vedly sgeinst hex:fie. I~ Block debug commands (incl read access)

CC2430 - 1D29C7: IEEE MAC address read successfully

14/04/2015
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RF sniffing (1)

RF Sniffer

MESSAGE >

((i’)

ZigBee End Device ZigBee Coordinator
IEEE 802.15.4

ZigBee
14/04/2015 21
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RF sniffing (2)

Open the SmartRF
Packet Sniffer tool and
choose the desidered
sniffing operating
frequency.

Gerarichpp  IBwConfigoly | 2Msn

F* Ger o 0 0% mo decucity, otherviae non-0 */

P S Th ~DEECURE=D
. . e JF* Default channel is Channel 11 - OuOB 7/

A4 Chanmels ape defined in the folloving:

fr n 7 o ¢ owEn s 00000001
eq Ue Cy 2 L=10: 915 MHE  OXOOOOOTFE

i 1L - 26 24 GH:  OxOTFFFEDO0
n

Shou Id be the 7/-DRAY_CHANNELS_B6BMHZ OwO000000L
S/=DRAX_CHANRELS 915MHZ Ox00000TFE
7#-DAAY_CHAMNELS _24GHZ X O7FFFE00

F/=DDEFAULT_CHANLIST=0w04000000 S/ 26 = Oxlk
#/-DDEFAULT_CHANLIST=0n02000000 S/ 25 - 012
F/-DDEFAULT_CHANLIST=0w01000000 S/ 24 - Ox18
#/-DDEFAULT_CHANLIST=0n00800000 S/ 233 - 017
S/-DDEFAULT CHANLIST=0w00400000 S/ 22 - Ox16
£ /-DDEFAULT_CHANLIST=0n00200000 S/ 21 - Ox15
-DDEFAULT CHAMLIST=DwO00L00000 // 20 - Oxld

£ /-DDEFAULT_CHANLIST=0w00Q80000 S/ 19 - 0x13
S/-DOEFAULT CHANLIST=Ow00040000 S/ 18 - @xl2
£ /=DDEFAULT_CHANLIST=0wQ00Z0000 f# 17 = Oxl1l
S/-DOEFAULT CHANLIST=0w00010000 S/ 16 - @xld
S /=DDEFAULT_CHANLIST=0wQ0Q0S000  ff 15 = OxO0F
S /-DDEFAULT CHANLISTw=OwO0004000 /4 14 - wOE
S /=DDEFAULT _CHANLIST=0wO0Q02000 ff 13 = Ox0D
J#-DDEFAULT_CHANLISTw=OwO000L000 f# 12 - (wdC
F/=DDEFAULT_CHANLIST=0w00000800 S/ 11 = OwOE

same as the
one in the
application
configuration
file (.cfg)

14/04/2015

*ip Texas Instruments SmartRF Packet Sniffer IEEE B02.15.4 MAC and ZigBee 2003
| File Settings Help
D3 & v & T 2, | [zigBee 2003 ~|

Caphunng device Configuration | Select fialds | Packet details | Address book | Display fiter | Time ine |

IEEE 802215.4 Chann D=8 [2405 MHz)| -

D0C (2410 MHz)  —
00D (2415 MHz] | =
D0E (2420 MHz)
DWF (2425 MHz)
D10 (2420 MHz=)
D11 (2435 MH2)
|0x12 (2440 MHz) -

22



T
RF sniffing (3)

TExas SWRU187F

Start the packet - e —
capturing. e nm.m..,|mm' e

-~
B + Type Sec Frd Lok reg PAN compr || BUmMDEr | (OB
179 =0 5 ACKE 0 © 0 0 O CE T4
PaoL | imems) | rrame cootr ol Tiela seguence | Desl DesL Source MAL payioac
= +0 Tep= Sec Pmd Ack.wey PAN coupr || mumber PAN Addvess | Address | SB OF 62 OB 0L 07
180 =0 29 |pata ©  © 1 L [CHZ2 Ox00AC || 0xs0s0 || ox0006 ||OE 06 07 10 5D 01

Puribi. | Tirmee (rs) L : Frame conlrol fheld S LS Ce
24 +0 Type Jec Fod ACK, reg FAN COBpE mumiber | (dBond
181 =0 5 ACE a [t 0 o D=2 L -39

Punbr. | | Time (mes) P Frame control ficld Seousncs Dest. Dest Source MAC
e +0 Tyr= Sec Pnd Aoz.ver PAN _compr || mumber PAN Address | Address | 48 00 0L 00 00 00
102 =D =7 DaTa O [1] 1 L [T Ox00AC || DxO001 | OxODDO OL OL OO0 10 OF
Funbr. | Time (ms) || Frame control theld Sequence | RHSSL |
-4 +0 Typs Bsc Pond dck.zeg PAN compe numbar | (dBrog
163 =0 3 ALK a C [ ) =L ¥ =76 [1EA
Punbr. | | Time (me) f— Frame control field Seousnce Deet. Dest P=sl FCS
Bx +0 Tfre Sec Pond Acz.reqg PAN compr miawilEi PAN Addhess wBm)
184 = 10 CHD [1] o o o [ty OxFFFF | OxFFFF -5 of
Py, § Time (ms) §, Frame oooir ol field Sequepce | Source | Sewce Superirame speclication
=i'd =0 & Sac Prnd ko rey PAN compr muanher PAN Adkdress |BO 30 F.CAP BLE Cocrd dAsmsar
183 =0 Z4 LK O 0 1] 1] (T35 Ox00AC § DxOO0C §1S IS 13 [1] 1 1
Pnbr. || Time (m=) [ Frame eoavir ol field Seoiepes | Dest. Dest Rs5l rcs
B +0 Typ= Sec Podd Acx.ie=g PAN compr nurnber FAN Addross el
L&E =N 10 ICHT [1] 0 1] i (xFE OxFFFF || D=FFFF -74 K -~
s E ]
Capiuirg device | Radio Confgaration | Select fieids | Facket details | Address book | Displag fiter  Time line |
SOUFRCE <148 20 »
Jaregstzred/broadcstym e e sRERREEDN EOEEE N RENEERENNEEEN
Lyt o-regeiensd 0 L] L)
Suto-regsiened 1
Auto-regsieed 2 [} ]
Lugtp-r=psierd 3 i
& X
Faclet count: 286 Emror courk: £ Filba COFF

Figure 12: Packet sniffer screenshot from the IEEE8022.15.4/ZigBee protocols
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Exercise

« Configure the GenericApp based on the
following requirements:

— Change t
— Change t

— Change t
to «00 11

ne sent message to «Ciao NES».
ne operating frequency to 2415 MHz.

ne |EEE address of the coordinator node
22 33 44 55 66 77».

— Run the application and sniff the data.

14/04/2015
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